Commoenwealth ofi Virginia Eiscal Fundamentals

Agency RiskiManagemeéent &
Internal Control Standards
(ARMICS)




HISTORY OF ACCOUNTING IN VA

1980 Tfhreughr 1994

1992 e ua 2004

2002 TThreugis Present
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REVENUES AND EXPENSES

EORtUNE 56 Company

100,000 Employees

Bldgeted Revenues and Expendittres
Appreximately $37. BillienEacihr Year of the
BieRnivm
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DECENTRALIZED ACCOUNTING

230 Agencies

15 Vajor ol YearColleges and
Universities

25 Community. Celleges

22 Other Compenent Units
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DECENTRALIZED ACCOUNTING

Legacy: system CARS 1976
Cash Basis

Updated CARS! |1 1986
NerReal Chiange

Cool Progiramming
EATPrOJect
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CAFR REPORTING

Comptreller Diectives

Start Withr CARS

Gather Modifiedr Accruals and EullsAccruals

Word and Excel
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BEST MANAGED STATE

Trple A Triple Bend Rating
UnRgualified Opinion
Certificate off Excellence in Einancial

Reperting
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VIRGINIA COMPTROLLER
RESPONSIBILITIES

Code ot Virginia 881 2.2-600 and 2.2-6035

CONMPTROLLER RESPONSIBELE EOR
ACCOUNTHIING AND EINANCIAL
REPORTING STATEWIDE

Comptreller Is Responsible Eor Internal
Contrelf Statewide
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Agency Risk Management and lntermal Contrel Standards

he Sarbanes-Oxley Act
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What Is SOX?

“An aCt o) Protect
IRVESTONS BY IMpPReVING
theracclracy and

ielialiliity, off corporate

diSclosUKEs requirea: oy

Secuities laws, anatfor:
etier pupPeses.”
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Why SOX? Scandals,, Including:

WorldCom — Bernie Ebbers (CEO, 63), 25 years prison
— $1.1 billion| lost

Dynegy — Jamie Olis (VP Einance, CPA, atterney, 38),
24+ years prison — $105 millien lest by 13,000 niembers
i UC Retirement Plan alone

Adelphia — John Rigas (founder, 80) 15 years: prison,

Timothy Rigas (CFO, 48) 20 years — $100 millien: stolen

Tyco — Dennis Kezlewski (CEO, 58) and Mark Swartz
(CEO, 44) convicted — 8-1/3 te 25 years prisom — pair
must pay: $134 millien i restitution), $105 million 1 fines
— “looted” Tyco fier $547 million (NY state courts)

Enron — Ken Lay (CEO, 63) — 4,000 lest jolhs &

pensions, creditors lost $65 billion — trial set for January.
20/0)6)
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Scandals? So what?

Like Rundreds ofi PEnsIon! ilnes
reugReUL the countR/s VRS NES
suffered losses from investments
A Enren and WoerldCom: ... VRS

PrEVIGES PERETItS 1o meke than
104,000 retrees and has 310,000
active memBErs.

Virginian-Rilot (August 22, 2002)
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\/RS losses?

WorldCom = $50 million.
Enron = $60 million.

“nese; lesses represent:only: a
Sliver: off ther bilienRs iR Valle: erased
firen VRS BY the twoe:yearr decline
I the: steck market.”

Jefii Shapiro, Richmond Times-Dispatch (July: 3, 2002)
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Dees SOX Apply: te States?

Not yet.

Circular A-123 was revised Dec 2004 to
mandate SOX-like standards for Federal
AJENCIES:

he Federal govermment Is expected to
apply: A-123 10 states; In| the' future.

SOX and ARMICS address palallel ISSUES,
and both stem from COSO standards.

Cemmonwealth of Virginia 14 Department ofi Accounts




A-123 Federal Reguirements

Eederal Managers must take systematic and
preactive Vieasures to:

Implement Cost Effective /€

Assess Adeguiacy. o 1/C Inr Pregrams;anad
Operations

Separately Assessi & Decument I/C Over
ElRancialfRepoerting

ldentify’ Imprevements,, llake Corrective Action| &
Report Annually oni 1/C
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NEW' SAS

NEW GROUP:OF SAS 102 THRU 112
SAS 112

AUDITOR REQUIREMENHIS
MATERTAL WEAKNESSES IN 1€
AUDIT OPINION

BOND RATING
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SUNMMARY SO EAR

Antiguated General Ledger System

LGsS| eff Accounting Stafi- Within: State
AGENCIEs

New: Suite ofi SAS

ViererEmphasis @n lntemalrfConilel
Valtiakler Repuitation lier Pretect
Perfect Sterm
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ARMICS

122 Pager Doclment

Comptrellers; Directive

Eorce of Law

Based on the 1992 COSO Standards

Cemmonwealth of Virginia 1 Department ofi Accounts




MIODEL SIMPLER

Simplermodel terimplement (stepping
stone te ERM)

Based on COSO 1992 Internal Control
InRtegated! Eramewerik

Based! onl the intermal controell moedel wWith
SOME rskimanagement concepts retained

SUCHIas) “tene: at the o
Governs fiscal activities only.
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What Is COSO?

Committee OF Spoensoring Organizatiens of
ihe readway: Commission: (fermed inr 1985)

A

‘.9 The Institute of Internal Auditors

bbo\‘p‘i‘\“ ‘ T Tﬁﬁq"%‘ ‘__l me ’1-{: can .

< ' z
(w9¥%))Accounting
%q#f.‘,y‘ 2z "n?_&

Association

B ® financial executives
N . . v
))\ ellnternatmnal o m
' “ﬁ IMA INSTITUTE OF MANAGEMENT ACCOUNTANTS
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COSO Defines Internal Control

“|Internal controliis a process, effected by
an entity’s beard el directors, management
and ether persennel, designed te provide
[easenakle assurancerregarding the
Achlievement off eljectives;ini the fellewing
calegories:

n Effectiverand erficient Gperaens
n Relianlesfinancial reporing
n Compliance withrlaws andf regulations®
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Responsibility for Internall Control?

GeVErmnIng Beards

Executive Vanagement (Agency. iHeads)

Senior and LirerVianagenent (Incibeing
CEOs and Eiscal Officers)

SUPEeRVISers and: Staif
EVERYONE IS RESPONSIBLE!
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ARMICS INTERNAL CONTROL
DEEINITION

Ongoing Precess' Led by Agency. Head 1o
Designiand Previde Reasonanle Assurance
that these types; oft Objectives Will Be

AChIeVea:

Effective and Efficient ©Operations
Reliable Einancial’ Reporting

Compliance Wit Laws: and Regulatiens
Stewardship and Safeguarding of Assets
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Eirst COSO Internal Control Model

Monitoring

Control
Activities

Risk Assessment

Information and
Communication

Control Environment
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Contrel Environment

Fhe fieundation en WhRICh everything; rests:
e =tene- ol the agency.
Managements philesepny.
IRLEgIity, and etnics
Commitment to competence
ACCOURL2BIIIGY,
Policies andl procedures
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ARMICS

Basis Eer ARMICS Covered In Pages: 3-7 of
the Document

Backgreund

\/iSsion: Statement

Leng-Ternm Ohjective
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ARMICS

Internal Contrel Basics Covered IR Pages
B-12

Glessany Of Terms

Best Practices

Conitrol Activities

Controll Environment and Risk ASSessment
Inlermatienand-Communication
Meniterng
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ARMICS

Pages 13-35 Address the Heart of the
“ARMICS Standards?

Contrel Environment s extremely: limpertant
and as major Inmpact —pPositive: o
Regative entntemal Contiol

op management Attittide
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ARMICS

Important Concepts

Reasonable Risks

Integrty and Evhicall Vallues
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ARMICS

The ARMICS Document addresses the
“Internal Contrel Assessment™ on page 36
and prevides anintermal Control
Assessment Guide As Appendix A en
Pages 37-68. Appendix As further
preken down|inter “lfhree Reporting
Stages”
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ARMICS

Stage 1. (pages 40-59) Agency: Level Assessment
Stage 2 (pages 60-6i7) Precess; or liransaction: Level Assessment

Appendix A-1 (pages 69-109) Precess or Transaction Level Control
Questionnaires

Appendix A-2 (pages) 110-122) Process Contrel Assessment Example

Stage: 3 simply list the requirementsi for an effective corrective
Action plan;en pacge 68.
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ARMICS DELIVERABLES

Certification by, Septemiser 305, 2007 Thai
the Ageney Level linternall Contirel
Assessment: Has Beenr Completed

Certificaunien By Marchr Si, 2008f lihat the
Process and Transaction Level Has Been
Completed

Certification by, Juner s0;, 2008 Thait
Corrective Action Plans Have Been
Completed

Cemmonwealth of Virginia 2 Department ofi Accounts




AICCO

Accounting and Intermal Controlf Compliance
Oversight Unii

Missien: e’ Evaluate and Report @R AgERGY,
EiRancialAccotptanility; Compliance and
Internal Ceontrol With Tihe Geall ol ASSIsting
Agencies In Veeting el Respensibilities For
Providing; RelianierAnd Accuiate Einancial
IRiermaten;, For Protecting Commenwealiin
Reseurces and EorSupperting And ERRanCing
The Recognition OfF Virginia: As e Best
Managed State
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AICCO

Objectives

e Impreve: Einancial  Accounting and Reporting ik he
Commonwealthrel VA

o Improve the Internal Contrel Structure Over General
Ledger Accounting, Einancial Reporting, Safe Guarding of
Assets, and Compliance: with' Laws and Regulations

16 Provide diaining and Assistance: tor allf State: AGERCIES
Withrohe Goal eif IHelping State Agencies, Veet Thell
GeneralfAccounting and EinancialfReEporting
Respensikiliies

e Previde: Services Tihat will-help the: Commonwealtn

Retain its) Tirple A Trple’ Bond Rating) andl Remain the
Best Managed State in| The Union.
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AICCO UNIT MAKEUP

Director and Iwer Assistant: Directors
5 ARMIICSI Quialitys Assurance: Analysts

6! Einanciall Repoerting Quality: Assurance
Analysts

2 General lledaer Reconciliation  @uality
Assuiance Analysts

2 raining Specialists
2 Decentralized Review: Specialists
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Funding

Business Case

Secretany ol Einance; Chiel o Stafi and e
GeVerner, and the General Assemialy,

14 New: Positions

AdditienaliGeneral FundsrApproximately $2
Millien
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HiiinRg Strategy,

Recruit at Celleges and Universities

Advertise

Mix ofF Experenced ana Inexperiencead

raiming In=iHeuse
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Work-plan

Risk: Based Appreach

Standard Pregrams

3 yr. Cycle
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References

he Compirellers Directive and Agengey RISk
Management & Internal Control Standal@s
are available from

cfm
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Contacts

RONFINECESSANY

804-225-23601— voice

304-225-4250" = facsimile
Email-ren.necessary@doa.virginia.goy
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